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What OSNMA Provides

Galileo OSNMA is the European GNSS Agency's cryptographic authentication system

for Galileo navigation messages. It uses TESLA (Timed Efficient Stream Loss-tolerant

Authentication) protocols to enable receivers to verify that received navigation

messages originate from the authorized Galileo control segment rather than from a

spoofing transmitter. OSNMA reached operational service in 2023 and is increasingly

integrated into commercial and defense receivers.

OSNMA solves a specific within-medium problem: distinguishing authentic Galileo

signals from spoofed signals on the same channel. Within Galileo's signal medium,

OSNMA is mature and operationally deployed. The architecture is well-engineered for

the threat it addresses.

Why Within-Medium Authentication Doesn't
Distinguish All Causes

GNSS receivers experience anomalies for multiple reasons: actual spoofing, multipath

in urban environments, ionospheric scintillation, satellite geometry, hardware failure,

and natural propagation effects. OSNMA authenticates messages — distinguishing

'this message came from authorized control segment' from 'this message is fabricated'
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— but does not distinguish among the non-spoofing causes when authentication

succeeds and the position is anomalous.

When a receiver experiences position anomaly with valid OSNMA-authenticated

messages, the cause is not spoofing (because the messages authenticate) but

something else: multipath, geometry, ionospheric, hardware. The architectural gap is

between within-medium authentication and cross-medium attribution of the residual

anomaly causes.

How Cross-Medium Composition Sits Above
OSNMA

The disruption-modeling primitive consumes OSNMA authentication results as one

credentialed observation alongside contributions from RF spectrum monitoring,

optical/atmospheric sensing, and time-source corroboration. Cross-medium

correlation against credentialed signatures distinguishes among the non-spoofing

causes: multipath patterns differ from ionospheric patterns differ from hardware-

failure patterns.

The architecture composes additively. OSNMA continues to authenticate Galileo

messages within its medium. The cross-medium primitive consumes OSNMA's output

as one of many credentialed observations and produces attributed-cause output. The

integration is structurally compatible with the Galileo deployment that already exists.

What This Enables for Assured-PNT Architecture

DARPA STOIC and similar assured-PNT programs are converging on architectures

that combine within-medium hardening (OSNMA, comparable U.S. GPS

authentication efforts, cryptographic message authentication for inertial-aiding

systems) with cross-medium attribution. The combination is what 'assured PNT'

actually requires; neither layer alone is sufficient.



Commercial and defense GNSS users gain integrated within-medium and cross-

medium architecture. OSNMA's vendors (commercial receiver makers, defense GNSS

suppliers) gain a layer above the authentication that addresses the operational gap

users currently work around manually. The patent positions the primitive at the layer

assured-PNT requires for the residual-cause attribution that within-medium

authentication does not provide.


