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Single-Medium Sensing Cannot Distinguish
Adversarial From Environmental

An autonomous system relying on GPS sees a position glitch. Is this multipath,
satellite geometry, ionospheric scintillation, or deliberate spoofing? Without cross-
medium evidence, the system cannot tell. The same is true for camera glare (sun, ice,
deliberate laser dazzle), radar scintillation (rain, chaff, deliberate jamming), acoustic

interference (machinery, weather, deliberate masking).

Current architectures handle this poorly: redundant single-medium sensors (multiple
GPS receivers) detect outages but not adversarial intent; failover to alternative single-
medium systems (inertial dead-reckoning) extends operational time but does not

diagnose; classification heuristics are brittle and adversaries adapt.

The architectural gap is that disruption is treated as a sensor problem rather than as a
structured observation problem. The system gets bad inputs and tries to filter them.
It does not produce credentialed observations about the disruption itself that other

systems can consume and respond to.
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1. The Primitive: Disruption as a First-Class
Observation

Environmental disruption sensing produces credentialed observations about
departures from a governance-characterized baseline. The baseline is itself a
credentialed observation set: an authority publishes the expected RF environment,
expected optical conditions, expected acoustic signature for a region; participants
observe the actual conditions; departures are computed against the baseline and

signed as disruption observations.

Disruption observations carry the medium (RF, optical, acoustic, thermal, magnetic,
seismic, chemical, radiological), the magnitude, the spatial-temporal scope, the
candidate causes, and the lineage of contributing measurements. They propagate
through the mesh like any other observation, consumed by composite admissibility

evaluators of downstream systems.

This shifts the architecture from 'each sensor handles its own noise' to 'disruption is a
publishable observation about the environment that any consumer can subscribe to.'
Cross-system coordination on disruption response becomes possible without per-

system integration.

2, Multi-Medium Sensing Across Heterogeneous
Modalities

Disruption signatures appear across multiple media simultaneously. Deliberate GPS
spoofing is often accompanied by RF anomalies in adjacent bands, unusual radar
patterns, or coordinated optical events. Pure environmental disruption (weather,
geological, biological) tends to appear in correlated patterns across media reflecting

natural causes.

The primitive consumes contributions across medium-specific sensors: spectrum

analyzers (RF), photometric arrays (optical), acoustic microphones, magnetometers,



seismometers, chemical sensors, radiation detectors, thermal imagers. Each
contribution is signed by its sensor's credential, declared with its modality and

uncertainty, and integrated into the composite signature.

Multi-medium correlation is the structural distinction from single-medium
hardening. A signal that appears in only one medium is a candidate sensor failure or
single-medium attack. A signal that correlates across multiple media is structurally

more diagnosable: the correlation pattern itself attributes the cause.

3. Cross-Medium Composite Signatures

The primitive maintains a library of credentialed composite signatures: GPS spoofing
typically presents as time anomaly + position glitch + adjacent-band RF anomaly +
power-spectrum departure; deliberate optical blinding presents as multi-camera
saturation + spectral concentration in laser bands + adversarial geometry;
coordinated jamming presents as broadband RF noise + protocol failures + temporal

correlation across receivers.

Each signature is a credentialed observation set: an authority (a defense authority for
adversarial signatures, a spectrum authority for jamming signatures, a meteorological
authority for natural disruption) signs the signature description, including its

constituent observations, expected correlations, and confidence thresholds.

Operating units consume the signature library through the same composite
admissibility framework that consumes any other governed observation. New
signatures register through governance-credentialed updates; old signatures retire

through credentialed deprecation.

4. Governed Active Probing With Disclosure Cost

Sometimes passive sensing is insufficient and the system needs to actively probe:

transmit an RF signal to detect jammer reactions, project an optical signal to test



surface response, emit an acoustic ping to characterize an environment. Active
probing produces information at the cost of revealing the probing system's presence

and capabilities to any observer including adversaries.

The primitive's governed active-probe mechanism explicitly weighs this disclosure
cost. Each probe is a credentialed actuation request that passes the confidence-
governed actuation gate (Article 2) under specific admissibility factors: spectrum
licensing (am I authorized to transmit in this band?), mission policy (does the
mission permit disclosure?), adversarial-awareness state (what does my disclosure

reveal that the adversary doesn't already know?).

Probe admissibility produces graduated outcomes: full probe under permissive
conditions, low-power probe under partial disclosure tolerance, deferred probe
pending updated mission policy, refused probe when disclosure cost exceeds
information value. The mechanism is a structural answer to a problem that current

adversarial-aware systems handle ad hoc.

5. Multi-Source Corroboration and Source
Attribution

A disruption observation from a single sensor is provisional. Attribution to a cause
(weather, equipment failure, adversarial action, friendly interference) requires
corroboration. The primitive aggregates contributions across multiple credentialed
sensors, each signing its own observation, with the aggregator producing a

credentialed attribution observation.

Cross-source corroboration also handles the inverse: a single-source disruption claim
that fails to corroborate across other sensors is itself a structurally suspicious event.
An adversary attempting to inject a false 'disruption' observation faces the entire

credentialing apparatus, with their injection appearing as a non-corroborating claim.



Source attribution flows from the credentialed authority hierarchy: an authority that
can sign 'this disruption is adversarial' must be credentialed for that determination (a
defense authority, an FCC enforcement authority); a sensor with general authority
can sign 'this measurement departed from baseline' but not 'this departure is

adversarial.'

6. Graduated Response Through Composite
Admissibility

Disruption observations don't directly cause action. They feed composite
admissibility evaluators that produce graduated responses: continue normal
operation under low-confidence disruption, increase verification (multi-source
corroboration before action) under moderate disruption, reduce sensor weight (rely
less on the disrupted medium) under high disruption, switch to fallback modes
(sensor-primary fallback for marker-track, anchor-less mode for coordinates) under

severe disruption.

The graduated response is structurally similar to the graduated execution modes of
confidence-governed actuation (Article 2): not binary but a spectrum of operational

changes selected by admissibility computation against the governance policy.

Cross-system response coordination flows through the mesh: if one unit detects
severe RF disruption, neighboring units receive the credentialed disruption
observation and can preemptively shift to fallback modes before they encounter the
same conditions. This produces fleet-level resilience that single-unit hardening

cannot.

7. What This Is Not

This is not Galileo OSNMA or other GNSS authentication. Those harden a single

medium against a specific attack class. The governed primitive is medium-agnostic



and produces governed observations consumable by any downstream system.

This is not Mobileye RSS or other safety-distance frameworks. Those compute safe
operating distances; the governed primitive computes operational mode adjustments

under adversarial-aware admissibility.

This is not the FCC's spectrum monitoring infrastructure. The governed primitive can
integrate FCC observations as credentialed inputs but operates at the participant level

rather than as centralized monitoring.

Conclusion

Environmental disruption sensing produces disruption as a first-class governed
observation with multi-medium composite signatures, governed active probing under
disclosure-cost admissibility, multi-source attribution, and graduated response

through composite admissibility.

Disclosed under USPTO provisional 64/049,409, the primitive composes with
confidence-governed actuation (graduated response gate), mesh-derived coordinates
and time (anchor-less fallback under disruption), and cascade propagation (Article

11) for cross-system disruption coordination.



