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The Per-Unit Reconstruction Problem

The dominant pattern in autonomous systems is for each operating unit to

independently reconstruct the navigable world from its own sensors. Every vehicle

has its own cameras, lidar, and radar. Every drone has its own GPS and IMU. Every

warehouse robot has its own SLAM stack. This pattern carried autonomy from

research labs to public roads, and it now defines the deployment cost ceiling that has

stalled commercial Level 4 and Level 5 deployment for nearly a decade.

The cost is not in the sensors. It is in the per-unit obligation to validate every

observation under adversarial conditions. A camera sees a stop sign — but is the stop

sign authentic, lawful, current, contextually applicable? A radar sees a pedestrian —

but is the radar return real, or a spoofed signal, or a sensor artifact? The unit must

answer these questions alone, every frame, with perfect reliability, in milliseconds.

The architecture demands omniscience from each unit.

Vehicle-to-infrastructure protocols (V2X, DSRC, C-V2X) attempted to relieve this

burden by letting infrastructure broadcast perception, but they did not change the

unit's epistemic position. The infrastructure broadcasts a message; the unit still has

to decide whether to believe it. Without authority intrinsic to the message itself, the
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unit is back to per-unit validation under adversarial conditions, just with one more

sensor.

1. The Primitive: Authority Intrinsic to Every
Transmission

The governed spatial mesh inverts this architecture. The navigable environment

maintains spatial perception and distributes it as a stream of authority-credentialed

observations. Each observation carries a cryptographic credential binding it to a

position in an authority taxonomy: regulatory, commercial, advisory, peer, and

adversarial.

A receiving unit no longer asks 'is this observation real?' It asks 'who is this

observation from, and what behavioral authority does that source have over me?' The

first question is unanswerable without omniscience. The second is a deterministic

computation against a published taxonomy.

The primitive is medium-agnostic. The same observation can travel as a passive

marker readable by RFID, optical fiducial, or NFC; as an active sentinel broadcast

over UWB, Wi-Fi, cellular, or satellite; or as a cognitive infrastructure agent's

outgoing message over any conforming transport. The wire format and the credential

structure travel with the observation regardless of medium.

2. Three-Tier Environmental Device Architecture

Environmental devices fall into three independently deployable tiers. Tier 1 — passive

markers — are unpowered devices that hold authority-credentialed stored data: lane

edges, hazard zones, jurisdictional boundaries, custody perimeters. They cost cents to

dollars, install in seconds, last for years, and read with off-the-shelf RFID, optical, or

NFC interfaces.



Tier 2 — active sentinels — are powered devices that produce live observations from

their installed locations: traffic signals broadcasting current state, perimeter sensors

broadcasting occupancy, gantries broadcasting toll-zone parameters, port apparatus

broadcasting berth occupancy.

Tier 3 — cognitive infrastructure agents — are full computational agents installed at

infrastructure scale that aggregate, reason, broadcast, and accept queries on behalf of

the regions they govern.

The three tiers compose: a region with only passive markers operates with static

authority. A region adding sentinels gains live attestation. A region adding

infrastructure agents gains composition, forwarding, and query support. Operating

units adapt to whichever tier is present, with continuous operation across mixed-

density coverage.

3. The Wire Format: Authority Credential as a
First-Class Field

Every governed mesh message carries a fixed-position authority credential field. The

credential field comprises a signed identifier of the originating authority, a current

dynamic-device-hash establishing continuity from a prior credentialed state, a hop-

history field appended by every relaying device, and a rateless forward-error-

correction descriptor enabling reconstruction across lossy or partial transmission.

The dynamic-device-hash continuity element prevents replay and impersonation: an

authority can revoke a device by failing to issue a successor hash, and a device can

prove it is the genuine successor of an earlier credentialed device by exhibiting an

unbroken hash chain. This eliminates the centralized revocation infrastructure (CRLs,

OCSP) that has historically been the operational weak point in V2X PKI.

The hop-history field records every device that relayed the message, with timestamps

and signatures. This produces a Byzantine-robust chain of custody for the



observation. Adversarial relays self-disclose by appearing in hop history, and routes

that historically produce reliable propagation are preferred.

Rateless FEC enables operation across lossy media: the message can be reconstructed

from any sufficient subset of received fragments, eliminating the need for negotiated

retransmission and supporting deeply lossy environments where conventional

protocols stall.

4. Mobile Store-and-Forward Propagation

The mesh propagates through fixed infrastructure relay, peer-to-peer transmission

between operating units, and mobile store-and-forward via vehicles, drones, robots,

and pedestrians who carry conforming devices. A region under-served by fixed

infrastructure receives policy and observation propagation through transit by mobile

units.

Mobile store-and-forward is governed by the same admissibility framework as live

transmission: a unit that carries an observation across a region carries the originating

authority's credential, the hop history including the unit's own carriage record, and

the temporal scope under which the observation remains admissible. A receiver is not

asked to trust the carrier; it is asked to evaluate the original authority's credential

against its policy.

This produces continuous mesh operation in disconnected, intermittently-connected,

and adversarially-isolated regions, eliminating the cellular-backhaul dependency that

has constrained smart-infrastructure deployments to dense urban areas.

5. Firmware and Policy Distribution Through the
Mesh



Firmware updates and governance policy updates travel through the same mesh as

observations, with the same authority-credentialed framing. A regulatory authority

issues a credentialed policy bundle; the bundle propagates through fixed

infrastructure and mobile carriers; receiving devices verify the credential, evaluate

the policy against their own governance rules, and accept or reject the update

accordingly.

This eliminates the centralized over-the-air infrastructure that current connected-

vehicle systems depend on. A device with no cellular connectivity, no manufacturer

backend, and no operator app still receives valid policy updates as long as it operates

within the mesh.

The policy update mechanism is recursive: the same admissibility evaluator that gates

incoming observations gates incoming policy updates. A device's own governance is

the substrate over which policy itself propagates. This recursion is structurally

required for the architecture to operate in adversarial conditions where the policy-

distribution channel cannot be assumed trustworthy.

6. What This Is Not

This is not V2X / DSRC / C-V2X. Those protocols specify message formats but not an

authority taxonomy that determines behavioral admissibility. A V2X message

authenticates that 'someone in the network sent this.' A governed-mesh message

authenticates 'this authority, with this scope, with this credential continuity, sent this

— and your governance policy must determine whether to act on it.'

This is not a smart-city or smart-road platform. Those platforms typically presume a

single platform operator who governs the namespace and signs the messages. The

governed mesh has no platform operator: authority is hierarchical and decentralized.

This is not a mesh-routing protocol like 802.11s, BATMAN, or Babel. Those protocols

govern packet routing. The governed mesh's wire format is independent of routing: it



can travel over any conforming transport including those protocols, plus passive

RFID, optical fiducials, NFC, satellite, and store-and-forward.

Conclusion

The governed spatial mesh inverts the per-unit-reconstruction problem by making

authority intrinsic to every transmission. The wire format carries credential,

continuity, hop history, and FEC together as a single structural unit. The three-tier

device architecture enables progressive deployment from passive-marker-only

regions to fully agent-served regions. Mobile store-and-forward closes the

deployment gap left by V2X's cellular-backhaul dependency.

This architecture is disclosed under USPTO provisional 64/049,409, filed April 25,

2026, as the foundational primitive of a fifteen-step spatial portfolio that includes

confidence-governed actuation, marker-track transport, mesh-derived coordinates

and time, matched-pair settlement, environmental disruption sensing, and the five-

property governance chain umbrella.


