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How to Derive Trusted Time Without GPS or
a Central Authority

If your system needs timestamps that hold up in a legal, forensic, or
regulatory audit but you cannot trust a satellite clock or a single
timestamp authority, you need a different foundation. This guide
walks through an architectural approach for producing a
cooperatively estimated, governance-credentialed time reference
from a mesh of cooperating agents. It describes an architecture
disclosed in U.S. Provisional Application No. 64/049,409, not a
shipping library. The home inventive step is the Mesh-Derived Time
inventive step.

What You Are Building

You are building a temporal reference frame that a group of devices agrees on and can

defend, without any of them trusting an external clock they cannot verify. The concrete
problem: you have a timestamp on a piece of content, an event, or a transaction, and

later someone asks "prove that time was real, and prove who said so." If your answer is

"the GPS receiver said so" or "our timestamp server said so," you have staked the entire

evidentiary weight on a single source whose signal can be denied, spoofed, or disputed,
and whose issuance nobody else witnessed.
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This is a real need for anyone building GPS-denied or GPS-independent systems that

still owe an audit trail: forensic incident reconstruction, regulated transaction

settlement, multi-party records where the parties do not share one trusted operator,
and infrastructure that must keep timestamping when satellite acquisition is

unavailable. The goal here is a time value that carries its own provenance: who attested

it, how confident they were, and a reconstructible chain of how the time was derived.

Why the Obvious Approaches Fall Short

The usual building blocks are all real and useful, and each has a structural limit for this

specific problem.

Satellite time services (such as GNSS-derived time) broadcast from centrally operated

constellations. Acquisition of that signal is required for timing, and denial of the signal

precludes timing. It is a single class of source, operated by one party, and its receipt is

not independently witnessed by your peers.

Network time protocol arrangements are client-server hierarchical and lean on

centralized upper-stratum time servers. Precision time protocol arrangements go

further and require a hierarchical master-slave setup with a designated grandmaster

clock. Both are excellent at distributing time; both concentrate authority in a master
that the rest of the system follows.

Trusted-timestamp-authority services centralize the act of issuing a timestamp at a

single authority. That is often exactly what regulators expect, but it means every

timestamp inherits the trust, and the single point of failure, of that one issuer.

Blockchain timestamping decentralizes issuance, but it timestamps at block-commit

granularity, producing comparatively coarse timestamps at roughly minute-scale

precision rather than at the moment an observation is made.



None of these is a straw man; each is the right tool for its own job. The gap they share

for audit-grade, GPS-independent time is that trust in the timestamp is inherited from

one source or one master, and the derivation of the time is not something a downstream
auditor can reconstruct end to end.

The Architecture

The disclosed approach treats time as a first-class architectural primitive produced

cooperatively by the participating agents themselves, rather than received from an

external master. Per the filing, the reference frame is generated, maintained, consumed,

and federated through inter-agent timing exchanges, admission of temporal anchor
observations, and governance-credentialed temporal frame definition, without

dependence on any specific external timing infrastructure. The following components

are the ones the specification names.

Clock-maintaining agents. Each participating agent maintains a local clock whose
drift properties are characterized by governance policy. No agent is the master.

Inter-agent time synchronization. Agents produce time-synchronization

observations between one another through one of a plurality of synchronization

modalities. These exchanges, not a broadcast from above, are the raw material of the
shared frame.

Temporal anchor admission. A dedicated interface admits governance-credentialed

temporal anchor contributions. An anchor is a credentialed contribution of external

reference; the point is that anchors are admitted and weighed, not blindly obeyed.

Cooperative time estimation. An estimation engine determines each agent's time-

offset by combining synchronization observations with admitted anchor contributions.

Where an agent cannot synchronize directly to an anchor, a transitive time-propagation

extender derives its offset through neighbor references.



Drift compensation and clock-model learning. A drift-compensation mechanism

continuously corrects local-clock drift using fresh synchronization exchanges, and a

clock-model learning mechanism refines each agent's drift characterization through
governance-credentialed training.

Uncertainty propagation. A time-uncertainty propagator pushes synchronization

uncertainty through the temporal graph so that every agent carries a per-agent time-

uncertainty estimate. Time here is never a bare number; it always travels with how well
it is known.

Adversarial-time rejection. A rejection mechanism discards spoofed, injected, or

otherwise inadmissible time-synchronization observations before they can poison the

estimate.

Anchor-less bootstrap. When no anchor observations are available at all, an anchor-

less temporal bootstrap mechanism produces a relative-only temporal frame. The mesh

can still agree on ordering and elapsed intervals among its members even with no

absolute reference.

Evidential fusion with external time. Rather than rejecting external clocks, the

architecture folds them in as evidence: an evidential-fusion mechanism combines

mesh-derived time with externally sourced time (the specification names satellite time,

network time, and atomic reference as examples) through a composite admissibility
evaluator. External sources become weighted corroboration, not sole authority.

Time-frame federation. A federation mechanism aligns independently maintained

temporal frames across separate systems, preserving the governance chain across the

boundary.

Governance-credentialed timestamp attestation. This is the interface that turns

the shared frame into audit-grade evidence. Per Section 17.12, a timestamp observation

carries the attesting agent's authority credential, the mesh-derived time value, an



estimated time uncertainty, and a cryptographic signature. The interface accepts

requests from credentialed requesters, evaluates them against governance-policy-

defined admissibility rules, composes the signed observation, and can optionally bind
the timestamp to specific content, a document, or an event through cryptographic

content-addressing. For high assurance, a multi-attester consensus composer produces

a timestamp signed by a governance-policy-defined quorum of independent attesters.

The specification enumerates attestation patterns including single-attester, multi-
attester consensus, authority-hierarchy (attesting at an authority level appropriate to

the content), content-bound, event-bound, transaction-bound, continuity-bound, and

composite combinations of these.

Lineage recording. Throughout, a time-lineage recorder writes every
synchronization exchange, anchor admission, time-estimation event, frame alignment,

rejection, federation event, and attestation into a governance-chain lineage field. Per

the filing, a downstream auditor can then reconstruct a timestamp's lineage, the

synchronization chain that produced the attesting agent's time, the composite
admissibility evidence, and the authority-credential chain, which is what makes the

output usable for regulatory, legal, and forensic audit.

How to Approach the Build

You are implementing this yourself. A reasonable order of work:

1. Model an agent's local clock and its uncertainty. Give every agent a local

clock plus an explicit drift model and a running time-uncertainty estimate. Decide
up front that time is always a value-plus-uncertainty pair; retrofitting uncertainty

later is painful.

2. Define one synchronization exchange. Implement a single credentialed timing

exchange between two neighboring agents that yields a relative offset observation.
Get two agents agreeing on a relative offset before you scale to a graph.



3. Build the cooperative estimator. Combine offset observations across the

neighbor graph into per-agent offsets, and add the transitive extender so an agent

with no direct anchor can still be placed through its neighbors. Propagate
uncertainty along the same edges you propagate offsets.

4. Add anchor admission as a separate, credentialed path. Keep anchors

distinct from peer sync observations. An anchor is admitted under a credential and a

policy, and it should influence the estimate as weighted evidence, not as an override.

5. Implement the anchor-less bootstrap first, then absolute time second. A

frame that gives correct ordering and intervals with zero anchors is genuinely useful

and is the honest floor of what the mesh can do alone. Absolute wall-clock alignment

is what anchors and external-time fusion add on top.

6. Wire in adversarial rejection before you trust any of it. Every inbound

synchronization observation and anchor passes through admissibility checks. Reject

spoofed or inadmissible inputs at the boundary.

7. Build the attestation interface on top of the frame. Only now do you expose
timestamp issuance. An illustrative interface sketch, faithful to the components the

spec names (this is illustrative, not shipping code):

// illustrative only
attest(request):
  require credentialed(request.requester)
  require admissible(request, governancePolicy)
  t, u   = frame.timeAndUncertainty(attester)
  obs    = { time: t, uncertainty: u,
             attester: attester.credential,
             boundContent: request.contentHash? }   // optional content bi
  obs.signature = sign(attester.key, obs)
  lineage.record(request, admissibilityResult, obs)
  return obs   // or gather a quorum of these for consensus attestation



8. Record lineage for every step, from the start. The audit value comes entirely

from being able to replay how a timestamp was derived. If lineage is bolted on at the

end, the earlier synchronization and admission events you most need will already be
gone.

9. Add external-time fusion and federation last. Fold satellite, network, or

atomic time in as admissible corroborating evidence through your composite

admissibility evaluator, and align to peer meshes through federation, once the
internal frame is trustworthy on its own.

What This Does Not Give You

This is an architecture, not a drop-in library. There is no package to install and nothing

here "just works" out of the box. You implement the clock models, the synchronization

exchange, the estimator, the rejection logic, the attestation interface, and the lineage

store yourself, and you make the engineering choices the specification deliberately
leaves open, including which synchronization modalities and clock technologies you

use.

It is disclosed in a patent filing. It has not been presented here as a benchmarked or

production-proven system, and this guide states no precision figures, latency numbers,
or throughput guarantees, because the filing does not attach those to the architecture

and neither should you.

It does not replace a central timestamp authority where your regulator specifically

requires one named issuer; in that setting the value of a mesh is corroboration
alongside that issuer, not instead of it. It also does not manufacture absolute wall-clock

time from nothing: with no admitted anchors and no fused external source, the honest

output is a relative-only frame that agrees on ordering and elapsed time, not on civil

time-of-day. And it is only as trustworthy as the credentialing and admissibility policy
you enforce; weak credentials or a permissive admissibility rule undermine every

timestamp downstream.



Disclosure Scope

The mesh-derived time approach described in this guide, including the cooperative

estimation of a governance-credentialed temporal reference frame without a master

clock, satellite time source, or centralized time authority, and the governance-

credentialed timestamp attestation interface, is disclosed in U.S. Provisional
Application No. 64/049,409. This guide is educational. It explains an architectural

approach so that a skilled developer can understand and build their own

implementation. It is not a warranty, not a specification of a product, and not an offer

of software, and nothing in it should be read as a guarantee of performance or fitness
for any particular use.
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