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How to Verify a Person Is Still the Same
Operator Without Storing a Biometric

You need to confirm that the human currently in control of a session,
a vehicle, or a device is the same human who started it, but you do
not want to enroll and store a biometric template you would then
have to defend forever. This guide teaches an architecture that treats
identity as verifiable continuity across a chain of observations rather
than a match against a stored reference. The approach is disclosed in
United States Patent Application 19/647,395 as the Biological
Identity inventive step. It is a design you implement yourself, not a
shipping library.

What You Are Building

You are building a verification layer that answers one question, repeatedly, for the

duration of a session: is the person in control right now a plausible continuation of the
person who was in control a moment ago, and of the person who established this

identity in the first place? This is the "same operator" problem. It shows up wherever a

human starts something consequential and then keeps holding the controls: a driver

behind an autonomous-capable vehicle, a surgeon at a robotic console, an operator at
industrial machinery, or simply a privileged user in a long-lived software session that

must not be silently taken over.
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The specific constraint here is that you do not want to store a biometric. A stored

fingerprint minutiae map, iris code, face embedding, or voiceprint is a permanent

liability: it can be breached, it cannot be changed like a password, and holding it invites
regulatory and consent obligations. The goal is to get continuous assurance that the

operator has not changed without ever retaining a reference template you would have to

protect.

The architecture below, disclosed in United States Patent Application 19/647,395,
reframes the problem so that this is possible. It is a design, not a downloadable

package. You will implement the pieces yourself against your own sensors and policy

engine.

Why the Obvious Approaches Fall Short

The conventional approach is enrollment and matching. You capture one or more

reference samples, derive a template, store the template in a credential database, and at
each later moment compare a fresh sample against it, producing a match or non-match.

This is how most biometric systems work, and it is accurate to say it is well understood

and widely deployed. Its limitations for the "same operator over time" case are

structural, not a matter of tuning.

First, the template is the asset you are trying not to hold. Its existence is the liability.

Second, a template asserts identity at a single instant; to get continuous assurance you

re-run the match on a timer, but each run is still an isolated point comparison that

discards the information carried in how the signal moved between checks. Third,
template matching is binary at its core, so it cannot easily express "this is consistent

with the operator's recent trajectory but drifting" versus "this is an abrupt

substitution." Fourth, static templates are replayable: a captured sample or extracted

template can be re-presented, and the matcher has no inherent notion that the current
sample must be the next one in a live sequence.



Session tokens have the complementary weakness. A bearer token confirms that a valid

session was established, but it says nothing about whether the same human still holds

it. Anyone who inherits the seat, the token, or the console passes. None of these
approaches locates identity in continuity, which is exactly what "still the same operator"

requires.

The Architecture

The disclosed approach relocates identity. Identity is not a stored template and not a

snapshot; it is the property of a signal stream that exhibits coherent, policy-verifiable

continuity across a sequence of observations. Each new observation is judged as a
plausible successor to the prior chain, not matched against an enrolled reference. There

is no enrolled profile to store, breach, or defend. The spec is explicit that this differs

from behavioral-biometric platforms that still keep an enrolled statistical profile: here

the identity resides in the continuity of the chain itself.

The pipeline disclosed in the filing has five stages.

1. Signal acquisition. Biological signals are captured through one or more of three

tiers: contact-based (fingerprint, palm, iris), semi-contact (wrist-, ear-, or body-

worn sensors giving pulse, electrodermal activity, gait, respiration), and non-contact
(gait, voice, keystroke and interaction dynamics, remote physiological observation).

The tiers are fusible; higher tiers give higher assurance at higher friction, and the

signal-quality tier informs later confidence weighting.

2. Feature extraction and noise-tolerant normalization. Raw signals become
"continuity-suitable" feature streams that preserve temporal dynamics: rate of

change, short-term variability, cross-feature coupling, and periodicity. The

disclosure treats these temporal dynamics as central, because how a body behaves

over time is both identity-relevant and harder to spoof than a static snapshot. An



adaptive normalization scheme maintains a running model of each feature's

expected range and noise, so gradual physiological change is absorbed without re-

enrollment.

3. Stable sketching. The normalized stream is reduced to a noise-tolerant, non-

invertible representation through dimensional reduction, a fixed (individual-

agnostic) projection, and quantization into bands. The disclosure notes this layer

builds on established cryptographic primitives (locality-sensitive hashing, secure
sketches, fuzzy extractors) and adds banding for population-scale resolution. Non-

invertibility is described as structural: information is discarded at each stage, so the

sketch supports successor validation but cannot reconstruct the underlying signal.

Helper data lets a later capture reproduce the same band assignments within a noise
tolerance without revealing feature values.

4. Biological hash generation with domain separation. Each capture yields a

biological hash over the stable sketch plus a temporal binding value, a domain

separation tag, and a rotating per-chain salt. Temporal binding makes hashes non-
replayable (a hash for time T is not valid at T+delta). The domain tag makes hashes

from different contexts computationally unlinkable, so the same person's identity in

"facility access" cannot be correlated with "device auth."

5. Trust-slope construction and continuity validation. The chain of hashes over
time is the identity record: an ordered lineage, each entry linked to its predecessor

by continuity validation. Validation is graded, not binary. A continuity score reflects

how many band assignments are consistent with the recent trajectory, whether band

transitions look like noise versus genuine change, and whether any change is
temporally plausible given elapsed time and expected drift. The score maps to one of

four outcomes: strong continuity, acceptable continuity (appended with reduced

confidence), degraded continuity (appended with a flag that triggers enhanced

monitoring), or continuity failure (not appended; recovery is triggered). Because



each check compares against the recent trajectory rather than a fixed template,

gradual aging or fatigue is accommodated automatically, while an abrupt

substitution fails.

For the "same operator" case specifically, the filing describes operational handoff

verification (Section 9.25). In embodied systems the architecture verifies continuously

that the operator now in control is the same one who initiated the session, at intervals

set by safety criticality. If continuity breaks, indicating the operator changed, left, or
became incapacitated, the system enters a governed degradation mode proportional to

context rather than an abrupt shutdown: a vehicle may decelerate with hazards, a

surgical system may pause non-critical actuators and alert the team, an industrial

system may drop to safe idle. The break is recorded in lineage for forensic review, and
full capability resumes only on re-established continuity with the authorized operator

or an explicit delegated handoff.

How to Approach the Build

Work outward from the continuity check; that is the core, and the sensors are

swappable around it.

Step 1: Pick modalities to fit your friction budget. For continuous operator
verification you will lean on semi-contact and non-contact tiers, which give near-

continuous coverage at low friction, and reserve a contact tier for escalation. The

disclosure explicitly supports escalating from non-contact to semi-contact to contact

when confidence falls, then de-escalating when it recovers.

Step 2: Build feature extraction that keeps temporal dynamics. Do not

collapse each capture to an instantaneous vector. Extract rate-of-change, variability,

coupling, and periodicity, then run adaptive per-feature normalization so slow drift

updates the running model rather than triggering false alarms.



Step 3: Implement the stable sketch as your privacy boundary. Everything

upstream is sensitive; the sketch is where non-invertibility must actually hold. Use the

referenced primitive families (secure sketches / fuzzy extractors) and design your
banding for noise tolerance, treating band-boundary ambiguity as expected rather than

as error. Consider hierarchical banding (coarse for robust checks, fine for high-

assurance moments).

Step 4: Generate domain-scoped, time-bound hashes. An illustrative interface
sketch, faithful to the disclosed inputs and clearly not production code:

# illustrative only: inputs mirror the spec, not a real API
bio_hash = H(stable_sketch_bands,
             temporal_binding(now, precision=policy.time_precision),
             domain_tag,            # unlinkability across contexts
             chain_salt)            # rotated on policy interval

Choose temporal precision by context (fine for high assurance, coarse for background

monitoring), and rotate the salt on a policy interval.

Step 5: Implement graded continuity validation and wire outcomes to

behavior. Compare each new sketch against a sliding window of recent chain entries,
produce a graded score, and map it to the four outcomes. Crucially, connect those

outcomes to capability. The disclosure binds capability tokens to the trust-slope: as

confidence degrades, bound capabilities are automatically suspended or revoked, so

authorization is continuously re-evaluated rather than granted once.

Step 6: Add continuity-integrated anti-spoofing. Rather than a bolt-on liveness

pre-filter, fold anti-spoofing into the continuity score: challenge-response continuity

testing (does the live response match this identity's predicted dynamics), sensor



attestation, temporal-consistency enforcement against replay, and proximity

constraints. A sample that passes a generic liveness check but fails continuity is still

rejected.

Step 7: Design the failure and recovery paths before you ship. For operator

handoff, define the proportional degradation response per context. For genuine breaks

(injury, long absence, sensor failure), the disclosed recovery is quorum-based peer

attestation rather than re-enrollment, preserving the chain across the discontinuity
with diversity and health safeguards against collusion. Also support delayed and sparse

validation as first-class modes with bounded proof windows for intermittent

connectivity.

What This Does Not Give You

This is an architecture, not a drop-in library, and there is no package to install. You

implement the sensors, the feature extractors, the sketch and hash construction, the
continuity scorer, and the policy engine yourself, against your own hardware and threat

model. The disclosure describes how the pieces fit and why; it does not hand you tuned

thresholds, band widths, projection matrices, or drift models, and it reports no

benchmark numbers. Nothing here is claimed to be production-proven or productized.

The approach is a continuity system, so it needs continuity to work. A cold, one-shot

"prove who you are from nothing" check is not what this is for; it earns assurance by

observing a stream over time and is strongest for exactly the "still the same operator"

case. It requires an initial establishment event and enough observation density to keep
the chain alive; very sparse or long-gapped operation yields lower-confidence entries by

design. Signal quality still matters: the confidence weighting reflects it honestly, but it

does not manufacture assurance the sensors did not provide. And the privacy

guarantees are properties you must actually build in. The non-invertibility of the sketch
and the unlinkability of domain-separated hashes hold only if you implement those

stages faithfully.



Disclosure Scope

The architecture described in this guide, including continuity-based biological identity,

trust-slope validation, domain-separated biological hashing, and operational handoff

verification, is disclosed in United States Patent Application 19/647,395. This guide is

educational: it explains an approach a developer can study and build. It is not a
warranty, a specification of any released product, or an offer of software, and it does not

grant any license. Statements about how the approach works are drawn from that filing;

any implementation, tuning, and validation are the responsibility of the reader.
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APPLICATIONS · SPECIFIC
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