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What Infineon OPTIGA Provides

Infineon's OPTIGA product family (Trust M, Trust X, Trust Charge, Trust E) provides
secure microcontrollers for automotive, IoT, payment, and industrial applications.
Each product targets a specific application profile with appropriate security
primitives, certification (Common Criteria, FIPS 140-x), and integration-friendly
form factors. Infineon's broader automotive franchise (AURIX microcontrollers,

security ICs, sensor fusion) makes OPTIGA part of an integrated automotive offering.

OPTIGA implements the conventional secure-microcontroller role: hardware-
grounded key storage, signing primitives, certificate handling, secure boot. The
architecture is mature for what it does and the deployment scale is substantial across

the customer industries Infineon serves.

Why Trust-Slope Evaluation Belongs in Silicon

Trust-slope evaluation — the continuity-based identity element — has been
implementable in software running on conventional microcontrollers, but software-
layer implementation has the attack-surface limitations that affect any software-
grounded security primitive. A sufficiently determined adversary that compromises

the software environment can produce arbitrary trust-slope evaluations.
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Hardware-grounded trust-slope evaluation, integrated on-die alongside the secure-
microcontroller's other security primitives, removes the attack surface. The
continuity logic operates in hardware, isolated from the software environment, with
its state and computation outside the software-attack surface. The result is
structurally more secure continuity-based identity than software implementation can

provide.

How the Continuity-Identity IC Composes With
OPTIGA

The continuity-identity processor IC integrates as additional silicon alongside
OPTIGA's existing secure-microcontroller functionality. Hash-chain accumulation,
trust-slope evaluation, credentialed monitoring telemetry — all operate in hardware

on the same die or in a tightly-coupled multi-die package.

For Infineon's automotive franchise specifically, the integration is naturally aligned
with the AURIX + OPTIGA pattern that vehicle OEMs already deploy. The continuity-
identity IC adds capability without disrupting the existing integration. Vehicle
electronics gain continuity-based device identity while the existing secure-

microcontroller role remains intact.

What This Enables for Infineon's Customer
Industries

Automotive customers gain continuity-based device identity that supports the
cybersecurity compliance regimes (UNECE R155, ISO/SAE 21434, GB/T 40857 in
China) that are increasingly mandatory. The compliance path uses Infineon's existing
electronics extended with the continuity IC rather than requiring architectural
rebuild.



IoT customers gain identity architecture that operates correctly in deployments with
intermittent backhaul. Industrial customers gain continuity-based device identity for
the operational-technology security regimes (NIS2, IEC 62443, NERC CIP) that are
converging on continuity-grade requirements. The patent positions the primitive at
the layer above Infineon's existing OPTIGA franchise — extending rather than

competing.



