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Keyless Workload Identity for Serverless
Functions: Authenticating Ephemeral FaaS
Without a Persistent Keypair

Serverless functions spin up, do their work, and vanish in
milliseconds, leaving platform teams to authenticate workloads that
never live long enough to hold a stable keypair or a registered
identifier. This application addresses that gap. It is built on the
Keyless Identity, disclosed in United States Patent Application
19/388,580, which derives identity from locally retained, time-
sensitive state and validates it by dynamic slope evaluation rather
than from a long-lived secret.

What This Application Specifies

This application specifies how to give a short-lived serverless workload a verifiable

identity without ever issuing it a persistent keypair, a registered client secret, or a

stable identifier. The target is the function-as-a-service execution model: a function
instance is created on demand, runs for a few milliseconds to a few seconds, and is then

discarded. There is frequently no durable storage between invocations, no stable

network identity, and no opportunity to enroll the instance with a certificate authority

before it must act.
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The underlying mechanism comes from the Keyless Identity, disclosed in United States

Patent Application 19/388,580. In that disclosure, a device or agent expresses identity

as a trust slope, meaning the cumulatively validated sequence of dynamic hashes
formed by successive, verifiable identity mutations, rather than as a static credential.

Each step is computed from the immediately prior step combined with a source of non-

exported unpredictability and a volatile, non-repeating salt. A receiver that holds any

previously trusted step can evaluate whether a presented successor is a valid
descendant under policy-bounded continuity checks, and it can do so locally, without

contacting a certificate authority, a registry, or any other central trust anchor.

Applied to a function instance, the identity is computed directly from inputs the

instance already has at hand. The disclosure describes deriving the dynamic hash either
from a static hardware anchor combined with a volatile salt, or from a local state vector

of device-observable signals, such as monotonic counters, high-resolution timing

deltas, scheduler jitter, and I/O inter-arrival micro-jitter, that is passed through a

strong extractor to produce a bounded pseudorandom token. Either source, or a hybrid
of both, yields a successor identity bound to time, context, and prior state. The function

never needs to carry a secret across its short life.

Why It Matters

The dominant patterns for authenticating serverless workloads were not designed for

workloads this short-lived. Issuing each instance a certificate or a keypair forces an

enrollment round trip into a cold start, and it leaves key material sitting in a process
whose entire lifetime may be shorter than a normal certificate provisioning step.

Sharing one long-lived secret across every instance of a function collapses the blast

radius of a single leak onto the whole fleet. Brokering tokens through a central identity

service on every invocation puts that service on the critical path of every call and
reintroduces exactly the centralized trust anchor and persistent registry that ephemeral

compute was supposed to avoid.



The Keyless Identity disclosure was written for precisely this class of environment. It

names stateless execution fabrics, ephemeral edge workers, serverless functions, and

relay nodes operating without durable storage as target deployments, and it states that
because no private key material or session state must be preserved across invocations,

stateless operation remains fully interoperable with memory-aware peers. The security

argument that matters here is structural: a dynamic hash is ephemeral, computed per

step, and never reused as a standing credential, so observation or disclosure of any
single value does not enable impersonation, because acceptance requires monotonic

progression from a prior trusted state under the published update rule. There is no

standing key to steal from a function instance because the model has no place for one.

How It Composes With the Domain

A practical deployment maps the disclosed components onto the serverless control and

data planes without inventing new platform primitives.

Anchoring an instance. When a function instance is admitted to an execution context,

the disclosure provides for binding identity to the host it runs on. The host maintains

its own dynamic device hash, and an agent-side mutation is computed as a successor of

the prior agent hash combined with a host mutation token derived from the host device
hash and a mutation class. The host emits a signed entanglement trace recording the

prior hash, the host device hash, the mutation token, the resulting successor, and the

mutation class. For a serverless instance this is a direct fit: the function step is

cryptographically tied to the specific worker, microVM, or sandbox that executed it, and
a verifier rejects any successor whose entanglement trace does not open to a host device

hash that is valid under policy. Off-substrate evolution, where a claimed successor

cannot be tied to a real executing host, fails closed.

Function-to-function calls. When one function calls another, the disclosed two-stage
message construction applies directly. The caller derives a symmetric key from the

callee's current dynamic identity using a key-derivation function over that identity and



a domain-separating context, encrypts the payload, and embeds a copy of its own

current sender hash inside the ciphertext. It places its current hash in the transport

header. The callee first screens the header hash for on-slope continuity before doing
any expensive work, then derives its own key, decrypts, and validates the embedded

sender hash against the sender's slope. Malformed or off-slope traffic is discarded

before decryption, and substitution after decryption is caught by the embedded hash.

The message itself never carries the symmetric key.

Surviving the absence of state. Serverless instances rarely retain memory between

invocations, which is exactly the sparse-state condition the disclosure handles. It

provides an append-only lineage of identity steps committed into a compact chain with

periodic anchors, so that a verifier holding only a recent anchor can request a bounded
proof window and deterministically replay the intervening steps. Where a sender and

recipient drift out of sync, the disclosed fallback is a short challenge-response rekey

scoped to the current epoch, or a checkpoint request that yields a bounded proof

window sufficient to advance to the current identity. A platform can keep these sparse
anchors in its existing control plane while the functions themselves stay stateless.

Cold-start triage. The disclosed predictive verification forecasts a near-future successor

and an acceptance envelope from observed cadence and role-transition history. A

gateway can use this to triage incoming calls under load: claims far outside the
envelope are rejected or quarantined immediately, while near-boundary claims are held

until a checkpoint or short proof arrives. This composes with per-sender rate limits

keyed to header continuity, giving an admission-control surface that discards bad

traffic early without a central lookup.

What This Enables

A platform built this way can authenticate a function instance the moment it begins
executing, with no enrollment round trip and no secret to provision, because identity is

derived from inputs the instance already holds. Each invocation that mutates identity



records a host-entangled, signed step, so a fleet operator can reconstruct after the fact

which worker ran which step, producing verifiable execution provenance across a

migrating or fan-out workload without a shared ledger. Compromise of any single
instance does not yield a reusable credential, because the model has no standing key

and acceptance demands forward progression along the slope. The same trust layer

spans heterogeneous substrates, so a call that crosses from one tenant, region, or

administrative domain into another is validated by memory-resolved behavior rather
than by a registry shared across that boundary, with a scope tag carrying the cross-

domain policy context. And because security reduces to the unpredictability of per-step

inputs and the preimage resistance of the underlying hashes rather than to hardness

assumptions targeted by Shor-type attacks, the disclosure characterizes the model as
post-quantum aligned.

Boundary Conditions

This is an enabling application of the disclosed mechanism, not a turnkey product, and

it inherits the disclosure's honest limits. The security of a stateless instance rests on the

quality of its non-exported unpredictability: the disclosure parameterizes forgery

resistance by the min-entropy of the per-step contribution after extraction, so a
platform whose instances expose too little usable local state, or whose hardware anchor

and salt are weak, gets a correspondingly weaker guarantee. The local-state path

depends on stability-tuned projections and error-tolerant sketches so that benign

measurement fluctuation does not trip spurious rejections while genuine role or context
changes still force rekeying; tuning that envelope is deployment work, and a poorly

calibrated acceptance radius will either admit drift or generate false rejections. Verifiers

still need access to some prior trusted anchor or a bounded proof to validate a

successor, so a platform must retain sparse anchors somewhere even though the
functions stay stateless. Host entanglement assumes the executing worker can produce

a valid, signed trace that opens to its device hash; a platform that cannot expose a

trustworthy device anchor on its workers loses that containment property.



Interoperability with existing certificate-based services runs through the disclosure's

segregated legacy adapter, which constructs a session-scoped fallback identifier that is

explicitly walled off from slope formation, so bridging to a legacy verifier is possible but
deliberately isolated rather than seamless. None of these are platform throughput or

latency figures, and this application does not assert any.

Disclosure Scope

The identity, authentication, and provenance mechanisms described here are disclosed

in United States Patent Application 19/388,580, which specifies memory-native

identity expressed as a verifiable trust slope, keypair-free successor derivation from
local unpredictability and a volatile salt, two-stage message authentication, host-

entangled mutation, append-only lineage with bounded proofs, predictive verification,

and segregated legacy interoperability. The serverless and function-as-a-service

framing in this article, including references to function instances, microVMs,
sandboxes, cold starts, gateways, multi-tenant boundaries, and platform control planes,

is external domain context provided to illustrate one faithful enabling implementation;

it is not part of the disclosure and does not define or limit it. Any specific platform

behaviors, service-level expectations, or regulatory and compliance obligations that a
given serverless deployment must satisfy are determined by that deployment's own

environment and governing requirements, not by the cited application, and nothing

here should be read as a representation about a particular commercial platform.
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