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SPIFFE/SPIRE alternative: workload
identity without a certificate authority or
persistent keypair

SPIFFE and its reference implementation SPIRE give workloads a
short-lived cryptographic identity issued by a central server, and
they do this well across large service-mesh deployments. But that
identity still rests on X.509 keypairs or JWTs minted by a trusted
issuer. This article contrasts that model with an approach built on
the Keyless Identity, disclosed in United States Patent Application
19/388,580, in which identity is derived from locally retained
unpredictability and memory-resolved behavioral continuity rather
than issued by an authority.

What SPIFFE/SPIRE Does

SPIFFE (Secure Production Identity Framework for Everyone) is an open specification,
hosted by the Cloud Native Computing Foundation, that defines how a workload proves
who it is without shipping a long-lived shared secret in its configuration. It
standardizes a naming scheme (the SPIFFE ID, expressed as a URI such as
spiffe://example.org/service/frontend) and two document formats that carry that
name: the X.509-SVID, an X.509 certificate, and the JWT-SVID, a signed JSON Web

Token. SPIRE is the widely used reference implementation of that specification.
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The design is thoughtful and solves real problems well. A SPIRE server acts as a signing
authority for a trust domain. SPIRE agents run on each node, attest the platform they
are running on (through node attestation plugins for cloud instance identity,
Kubernetes, TPM, and similar), and then attest individual workloads (through selectors
such as Unix UID, Kubernetes service account, or process attributes). Once a workload
is attested, the agent hands it a freshly minted SVID with a short time to live and
rotates it automatically before expiry. This removes the classic pain of hand-
distributed, long-lived API keys, gives every workload a verifiable cryptographic
identity, and integrates cleanly with service meshes and mutual TLS. For operators
standardizing identity across many services and clouds, SPIFFE/SPIRE is a mature and

well-supported choice.

The Architectural Axis

The axis this comparison addresses is the source of trust. In the SPIFFE model, a
verifier trusts a presented SVID because it chains to a certificate authority or JWT
issuer for the trust domain. The SVID is short-lived, which is a genuine improvement
over static credentials, but during its validity window it is still a keypair and a
signature: there is a private key held by or on behalf of the workload, a public trust
bundle that relying parties must obtain, and an issuing authority whose availability and
integrity underpin the whole domain. Verification is a question of provenance from an

authority.

This is a design center, not a defect. Anchoring to a signing authority is exactly what
makes SPIFFE interoperable with existing PKI, mTLS, and OIDC-style verification, and
it is why the model composes so easily with today's infrastructure. The architectural
question is simply whether identity must be issued by an authority and carried as key
material, or whether it can instead be evaluated locally from a workload's own behavior

over time. That second option is the axis the disclosed approach explores.



How the Disclosed Approach Differs

The approach disclosed in United States Patent Application 19/388,580 removes the
persistent keypair and the external issuing authority from the identity path entirely.
Instead of being handed a signed credential, a device or agent expresses identity as a
trust slope: the cumulatively validated sequence of Dynamic Agent Hashes (DAHSs) or
Dynamic Device Hashes (DDHs) formed by successive, verifiable identity mutations.
Each step is computed from the immediately prior step plus a source of non-exported
unpredictability and a volatile, non-repeating salt, under an update rule of the form
DAH_t = H(DAH_ {t-1} || Ext(X_t) || salt_t || tag). The unpredictability can come from
a static hardware anchor combined with a per-epoch salt, from a stability-tuned local

state vector processed by a strong extractor, or from a hybrid of both.

Because each step binds to the prior step and to unpredictability that is never exported,
a verifier evaluates a presented successor against its own last trusted state under policy-
bounded continuity checks. There is no trust bundle to fetch and no authority to reach.
The spec describes two-stage message authentication in which the current dynamic
hash is placed in the transport header for fast, stateless screening and embedded again
inside a payload encrypted under a key derived transiently from the recipient's own
current identity; no symmetric key travels with the message, and no long-lived session
material is retained. Where a verifier is behind, delayed and sparse validation let it
replay intervening steps from bounded proof windows and periodic anchors rather than
contacting a central server, which suits intermittent, high-latency, and memory-

constrained environments.

The disclosure also frames its resistance to static-key compromise structurally: because
there is no long-lived secret in the authentication path and each DAH or DDH is
ephemeral and never reused as a standing credential, observing any single value does
not enable impersonation. On quantum exposure, the spec grounds its argument in
min-entropy rather than in number-theoretic hardness assumptions: with per-step

min-entropy of A bits after extraction, offline next-step forgery has success probability



on the order of 2”(-A), degrading only to about 2" (-A/2) under Grover-style search, and
it points to 256-to-512-bit extractor and hash parameters as conservative. These are

properties the disclosure attributes to the design; they are not benchmarks.

Where They Fit Together

These are aimed at different layers and can coexist. SPIFFE/SPIRE is, today, the
practical way to give workloads a standardized, verifiable identity that plugs directly
into service meshes, mTLS, and existing PKI across large fleets. If your relying parties
already speak X.509 and JWT and expect an issuing authority, SPIFFE meets them

where they are.

The disclosed model targets settings where anchoring to an authority is the constraint
you want to relax: ephemeral or serverless workers with no durable key storage,
disconnected or delay-tolerant links where a signing server may be unreachable, and
cognition-native agent systems where identity should track behavioral continuity as an
agent mutates and migrates. Notably, the disclosure itself describes a legacy-bridge
adapter that generates a transient keypair and PKI signature for interoperability with
signature-based systems, held inside an isolation boundary so that no PKI material ever
enters the trust-slope computation. In a mixed deployment, that boundary is a plausible
seam: authority-issued SVIDs at the edges that require them, memory-resolved

continuity where they are impractical.

Boundary Conditions

The honest limits run in both directions. The disclosed approach is an early-stage
patent application, not a deployed, independently audited standard; its security rests
on the quality of local unpredictability (the min-entropy A), on stability-tuned local
state vectors behaving as described across real hardware, and on policy tuning of
continuity envelopes to avoid both false rejects and drift. It introduces a different

operational model, including checkpointing, anchor rotation, and quorum-based



recovery after memory loss, that has not accumulated the operational track record
SPIFFE has. The quantitative security statements above are the disclosure's own

analytical claims, not measured results.

SPIFFE/SPIRE, for its part, is mature, broadly deployed, and backed by a public
specification and community, and its authority-anchored model is a strength wherever
standard PKI interoperability is the goal. Nothing here asserts a defect in it. The models
simply sit at different points on the source-of-trust axis, and neither displaces the other

acCross every environment.

Disclosure Scope

The technical claims in this article about the disclosed approach are drawn from United
States Patent Application 19/388,580 and describe embodiments and analytical
properties set out in that application, not measured production results. The
descriptions of SPIFFE, the SPIFFE specification, and the SPIRE reference
implementation reflect widely known, architecture-level facts about those projects and
are provided as external context for comparison; they are not characterizations made by
the application, and nothing in this article asserts that SPIFFE or SPIRE is defective,
insecure, or infringing. Any comparison is scoped to the source-of-trust axis discussed

above, and product names are used only to identify the projects being compared.
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