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Modern vehicles authenticate key fobs, not drivers. A relay attack that amplifies the fob's signal grants full vehicle access regardless of who is holding the
amplifier. Keyless identity binds vehicle authorization to the operator's behavioral continuity, creating a structural link between the person and the vehicle
that cannot be replicated by possessing a credential or amplifying a signal.

The credential gap in vehicle authentication
Vehicle theft has evolved from mechanical lock defeat to electronic credential exploitation. Relay attacks intercept key fob signals from inside a home and
relay them to the vehicle parked outside, unlocking and starting the vehicle without the key fob ever leaving the owner's possession. Signal amplification
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attacks extend the fob's range beyond its designed limits. CAN bus injection attacks bypass the authentication entirely by communicating directly with the
vehicle's internal network.

These attacks succeed because the vehicle authenticates the credential, not the operator. The key fob is the identity. Anyone who possesses the fob, or who
can relay or amplify its signal, is the authorized operator as far as the vehicle is concerned. The vehicle has no mechanism to distinguish between the
legitimate owner and an attacker who has exploited the credential.

Fleet management faces a parallel problem. A fleet vehicle assigned to one driver can be operated by anyone who has the key or access code. Usage
attribution depends on driver login systems that can be bypassed, shared, or ignored. Insurance, liability, and maintenance planning all depend on knowing
who actually operated the vehicle, not just who had the credential.

Why adding biometrics does not solve the structural problem
Automotive manufacturers have introduced fingerprint readers and facial recognition as supplementary authentication. These systems improve security
over key-fob-only authentication but introduce stored biometric templates that create new vulnerabilities. A fingerprint reader that stores templates in the
vehicle's computing system creates a target for extraction. Facial recognition systems that compare against enrolled photos can be defeated by high-quality
images or masks.

More fundamentally, biometric checks are point-in-time events. The driver authenticates at ignition. After that, the vehicle has no mechanism to confirm
that the person driving is the person who authenticated. A driver who authenticates and then hands the vehicle to an unauthorized person defeats the
biometric check entirely.

How keyless identity addresses this
Keyless identity binds vehicle authorization to the operator's accumulated behavioral trajectory rather than a stored credential or biometric template. The
vehicle builds a trust slope from the operator's driving behavior, interaction patterns, seat position preferences, climate settings, route patterns, and device
associations. Each driving session extends the hash chain with locally-sourced entropy from the operator's actual behavior.

Authentication is continuous rather than point-in-time. The vehicle evaluates the operator's behavioral trajectory throughout the driving session, not just at
ignition. An operator whose behavior diverges from the established trust slope triggers graduated responses: alerts, reduced functionality, or safe-stop
procedures depending on the degree of divergence and the vehicle's governance policy.

Relay attacks and signal amplification become structurally ineffective because no credential signal exists to relay. The vehicle does not authenticate a
transmitted signal. It evaluates the behavioral trajectory of the person physically present in the vehicle. An attacker who gains physical access to the
vehicle has no accumulated behavioral trajectory and cannot forge one.

What implementation looks like
A vehicle deploying keyless operator identity uses existing sensor infrastructure: seat pressure sensors, steering input patterns, accelerator and brake
profiles, infotainment interactions, and connected device proximity. No additional hardware is required beyond what modern vehicles already contain. The
trust slope computation runs on the vehicle's existing computing platform.

For personal vehicles, the trust slope builds naturally through daily driving. Each trip reinforces the operator's identity. Authorized additional drivers, such
as family members, build their own trust slopes over their driving sessions. The vehicle distinguishes between operators through their behavioral
trajectories, not through separate credentials.

For fleet management, keyless operator identity provides definitive driver attribution without relying on login systems. The vehicle knows who is driving
based on behavioral trajectory, enabling accurate usage tracking, insurance attribution, and liability assignment. A driver who claims they were not
operating the vehicle at the time of an incident can be verified or refuted through the trust slope record.

For autonomous vehicle handoff scenarios where a human must take control from the autonomous system, keyless identity provides continuous validation
that the person taking control is authorized and capable. The trust slope evaluates not just identity but behavioral consistency, providing a structural
mechanism to detect impaired or distracted operators.
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Identity from accumulated continuity. Post-quantum by construction.
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○ Trust Slope Entanglement: Cryptographic Lineage for Semantic Agents○ Post-Quantum Enterprise Identity Migration○ Billions of IoT Devices Need
Authentication Without Keys○ Financial Identity Without Credential Databases○ Patient Identity Through Behavioral Continuity○ Supply Chain
Authentication Without PKI○ Smart Building Access Through Continuity● Vehicle Operator Identity Binding○ Displaced Person Identity Without
Documents
Applications (Specific)
○ Okta Centralized Enterprise Identity. The Keys That Prove It Are Still Stored Somewhere.○ Auth0 Made Developer Identity Easy. The Credential Model
Underneath Did Not Change.○ YubiKey Made Hardware Authentication Practical. The Key Is Still the Vulnerability.○ CLEAR Made Airport Identity
Fast. It Built a Biometric Database to Do It.○ Worldcoin Scans Irises to Prove Humanity. The Proof Depends on a Central Enrollment System.○ Jumio
Automated ID Verification. The Verification Still Depends on Documents.○ Microsoft Entra Unified Cloud Identity. Identity Still Depends on Stored
Credentials.○ Ping Identity Built Enterprise Federation. The Federation Depends on Shared Secrets.○ OneLogin Simplified Enterprise SSO. The SSO
Token Is Still a Credential.○ Duo Security Made MFA Ubiquitous. The Second Factor Is Still a Credential.○ Thales HSMs Protect Key Material. The Keys
Still Exist.○ Entrust Issues Digital Certificates. The Certificate Is a Stored Credential.○ DigiCert Secures the Web With TLS Certificates. The Certificate
Model Has Structural Limits.○ Let's Encrypt Made TLS Free. The Certificate Model Is Still the Same.
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Subject to one or more pending U.S. and international patent applications, see Patents for the current list and status. No license, express or implied, is
granted. Any use requires a separate written agreement—see Licensing. Patent applications referenced on this site are pending. Claim scope, if any, is
subject to examination and may issue in altered form or not at all. See Legal for terms and conditions.
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Platform operated by Adaptive Query LLC, which provides patent and trademark licensing services. Copyright © 2025-2026 Nicholas Clark. All rights
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