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Vehicle-to-Vehicle Communication With Intrinsic Governance

by Nick Clark | Published March 27,2026 | PDE

Autonomous vehicles must communicate safety-critical information with sub-millisecond latency in environments where infrastructure may be degraded
or absent. Current V2V protocols depend on external certificate authorities and roadside infrastructure for trust establishment. Memory-native protocols
embed routing policy, trust scope, and propagation rules directly into the transport substrate, enabling vehicles to make authoritative communication
decisions without external coordination.

The infrastructure dependency in vehicle communication

Current vehicle-to-vehicle communication standards, both DSRC and C-V2X, depend on external infrastructure for trust establishment. The Security
Credential Management System (SCMS) issues certificates that vehicles use to authenticate messages. Roadside units relay messages and provide
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connectivity to cloud-based services. The trust model assumes that infrastructure is present, reachable, and authoritative.

This dependency is structurally incompatible with the safety requirements of autonomous driving. A vehicle traveling at highway speed cannot wait for
certificate validation from an external authority before acting on a collision warning from an adjacent vehicle. The latency budget for safety-critical V2V
messages is measured in single-digit milliseconds. Any architecture that requires external coordination for trust establishment introduces latency that the
safety use case cannot tolerate.

Beyond latency, the infrastructure dependency creates coverage gaps. Rural highways, tunnels, construction zones, and disaster areas may lack roadside
units and cellular connectivity. A V2V system that degrades when infrastructure is unavailable fails precisely in the conditions where autonomous vehicles
most need reliable communication.

Why current approaches cannot eliminate infrastructure dependency

Pre-loaded certificate pools allow vehicles to authenticate messages without real-time contact with the SCMS, but the certificates themselves are issued
centrally, have expiration dates, and require periodic refresh. A vehicle that has been disconnected from infrastructure for an extended period runs out of
valid certificates. The infrastructure dependency is deferred, not eliminated.

Peer-to-peer trust establishment through proximity-based protocols trades one problem for another. Without a governance model for which vehicles to
trust, peer trust becomes a vulnerability. A compromised vehicle can inject false messages into the network with no structural mechanism to contain the
damage or revoke the trust.

The fundamental problem is that current V2V protocols separate the message from the governance of that message. The message contains data. The
governance, who sent it, whether to trust it, where to propagate it, lives in external systems that the message must reference. When those external systems
are unavailable, the governance disappears.

How memory-native protocols address this

A memory-native protocol embeds governance directly into the transport substrate. A V2V message does not reference an external certificate authority. It
carries its own trust scope, routing policy, and propagation rules. The receiving vehicle evaluates the message's intrinsic governance against its own local
state to determine trust, routing, and response.

Trust-weighted routing enables vehicles to select communication paths based on accumulated trust relationships rather than static certificate hierarchies. A
vehicle that has been communicating reliably with adjacent vehicles for minutes builds trust relationships that are structurally encoded in the protocol.
New vehicles entering the mesh establish trust through behavioral observation rather than credential presentation.

Dynamic routing adapts to real-time conditions without waiting for a central coordinator. If a communication path degrades, the protocol routes around it
based on local health monitoring. If a vehicle begins transmitting anomalous messages, trust-weighted routing naturally deprioritizes that vehicle's
messages without requiring a central authority to issue a revocation.

What implementation looks like

A V2V deployment using memory-native protocols operates as a self-governing mesh where each vehicle is both a participant and a local authority for the
objects it handles. Safety messages carry their own propagation rules: a collision warning propagates within a defined geographic scope with defined
urgency, and each receiving vehicle evaluates and re-propagates based on its own assessment of relevance.

For automotive manufacturers, memory-native V2V eliminates dependency on roadside infrastructure for safety-critical communication. Vehicles
communicate with full governance authority in tunnels, rural areas, and disaster zones where infrastructure is absent. For transportation authorities, it
provides a communication substrate that does not require universal infrastructure deployment as a prerequisite for safety.

For mixed fleets where vehicles from different manufacturers and different autonomy levels share the road, memory-native protocols provide a common
governance substrate. Each manufacturer's vehicles operate under their own trust policies, but the protocol substrate enables cross-manufacturer
communication because governance travels with the message rather than depending on a shared external authority that all manufacturers must agree upon.

The structural result is vehicle communication where the network functions without any external dependency. Infrastructure, when present, enhances the
network. When absent, the network continues to operate with full governance integrity.
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