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The Malicious Host Problem, Reframed:
Attribution, Quorum, and Routing Beat a
Compromised Node

A fifty-year-old result says software alone cannot make a fully
adversarial host execute honestly. True, and beside the point. The
goal is not to make one compromised node honest; it is to make it
attributable, out-routable, and contained by the fabric around it, and
to fail closed when authority cannot be confirmed.

State the Limit Honestly

A result that is roughly fifty years old says that software alone cannot make a fully
adversarial host execute it honestly. A host that controls its own processor and memory
can lie about what it ran, inspect and alter any secret it holds, and present a fabricated
account of itself, and no amount of clever software running on that host changes this.
This is true, and acknowledging it up front is a credibility asset rather than a weakness.
Trustworthy self-measurement and the custody of a local secret are hardware-bound
problems, and the architecture composes with hardware roots of trust at the leaf where
that property is needed. The point of what follows is not to claim software defeats the

theorem. It is that defeating the theorem is the wrong goal.

The goal is not to make one compromised node honest. It is to make a compromised
node attributable, out-routable, and contained by the fabric around it, and to fail closed

when authority cannot be confirmed. That is a problem software can address, and the
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memory-native fabric addresses it directly.

What the Fabric Can Do

Several mechanisms, none of which require trusting the suspect node, combine to
contain it. Per-node signed packets and signed, hash-chained relay traces give
attribution and non-repudiation: every message a node emits and every message it
forwards is bound to its credential and to the chain of hands it passed through, so a
node's contributions are identifiable and its tampering with a trace is detectable.
Memory-referenced quorum supplies the external witness that a single object cannot: a
state change is accepted only when a threshold of nodes confirms it is derivable from a
trusted origin, for example a trust-weighted three-of-five, which defeats the fork or
split-world attack in which a compromised node tells different parties different stories,
because the parties compare against a shared reference rather than against the node
alone. Anchor-gossip revocation propagates the knowledge that a node has misbehaved
across the mesh without a central revocation service. Trust scores driving routing send
trust-sensitive work away from nodes whose behavior has degraded, so a misbehaving
node is progressively bypassed rather than relied upon. And non-execution is a valid
outcome: when authority cannot be confirmed, the governed system declines to act

rather than proceeding on unverified state.

None of these makes the compromised host honest. Together they change what a
compromised host is. It stops being an unbounded, anonymous, trusted-by-default
problem and becomes a bounded one: its outputs are attributable, its lies are caught by
quorum against an external reference, its reach is revoked by gossip, its work is routed
around, and the system fails closed where it cannot confirm authority. This is defense

in depth at the fabric level, not a single magic gate.



Accept the Theorem, Route Around It

The malicious-host and general-obfuscation impossibility results, and the fork-
detection lineage that runs through gossip-based transparency logs, are not obstacles to
argue away; they are the correct starting assumptions. The memory-native fabric
accepts the theorem and routes around it, in the literal sense: it routes trust-sensitive
work away from the nodes the theorem warns about, and it uses an external quorum
witness to catch exactly the lies the theorem says a single host can tell. This is the

honest engineering core beneath the broader argument that trustworthy autonomy (/auto

nomy-you-can-trust) comes from carried governance rather than from trusting a host. The
thesis does not depend on pretending a compromised node can be made honest. It
depends on making the compromised node attributable, containable, and bypassable,

which is what the fabric does.

Disclosure Scope

Host-signed agents, memory-referenced quorum confirming a state change is derivable
from a trusted origin, and append-then-forward signed relay traces are disclosed in the
protocol filing (U.S. Application No. 19/366,760, published as US 2026/0052096 A1).
Trust scores driving routing and anchor-gossip revocation are disclosed in the index
filing (U.S. Application No. 19/326,036, published as US 2026/0010525 A1). Fail-
closed non-execution when authority cannot be confirmed, and optional composition
with hardware-backed attestors at the leaf, are disclosed in the cryptographic
governance filing (U.S. Application No. 19/561,229). This article frames those disclosed
mechanisms against the malicious-host and obfuscation impossibility literature and the
fork-detection-via-gossip lineage, and positions the fabric as containing rather than
curing a compromised host. References to that literature are to public sources and are

used for context only.
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Authority intrinsic to the object. Routing by semantic properties.

PRIMARY TECHNICAL DISCLOSURE

— Memory-Native Networking: A Cognition-Compatible Protocol Substrate (/articles/memory-native
-networking-a-cognition-compatible-protocol-substrate)

SECONDARY TECHNICAL

— Protocol-Native Carriers: Agents as the Fundamental Unit of Transmission (/articles/memory-nati

ve-protocol/protocol-native-carrier).

— Dynamic Routing_Protocol: Memory-Aware Path Selection for Semantic Agents (/articles/memory
-native-protocol/dynamic-routing)

— Trust-Weighted Route Scoring: Dynamic Path Selection Through Policy-Defined Trust
Thresholds (/articles/memory-native-protocol/trust-weighted-routing),

- Network Health Monitoring_System: Signed Health Agents as Distributed Operational Telemetry.
(/articles/memory-native-protocol/network-health-monitoring)

— Health Agents as Semantic Objects: Operational Metrics That Route Like Any Other Agent (/artic

les/memory-native-protocol/health-agents)

— Dynamic Indexing_Protocol: Entropy-Driven Restructuring of Semantic Flows (/articles/memory-n

ative-protocol/dynamic-indexing),

— Soft-Index Anchors: Ephemeral Index Points Inferred From Agent Lineage (/articles/memory-nativ
e-protocol/soft-index-anchors)

— Adaptive Consensus Protocol: Memory-Native Quorum Without Fixed Validator Sets (/articles/me

mory-native-protocol/adaptive-consensus).

— Trust-Weighted Voting_in ACP: Domain-Scoped Votes Accumulated Against Agent Memory (/arti
cles/memory-native-protocol/acp-trust-voting)

— Dynamic Alias Resolution: Zone-Local Semantic Aliases Resolved Through Transport Headers (/

articles/memory-native-protocol/alias-resolution)

— Horizontally Composable Protocol Stack: Independent Layers Operating_in Parallel (/articles/me
mory-native-protocol/composable-stack)

— Transport-Layer Agnosticism: One Protocol Stack Above Any Carrier (/articles/memory-native-pro
tocol/transport-agnosticism)
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Federated Semantic Zone Deployment: Heterogeneous Nodes Coordinating_Across Trust

Boundaries (/articles/memory-native-protocol/federated-zones)

Health-Triggered Quorum Adjustment: Dynamic Thresholds From Network Stability Signals (/arti
cles/memory-native-protocol/health-triggered-quorum)

Authority Credential as a First-Class Field on the Wire (/articles/memory-native-protocol/governed

-mesh-wire-format)

Hop-History Relay and Byzantine Custody Chain (/articles/memory-native-protocol/hop-history-rel
ay)

Dynamic Device Hash Continuity Without CRLs or OCSP (/articles/memory-native-protocol/dynami

c-device-hash-continuity).

Rateless Forward-Error-Correction for Lossy Mesh Media (/articles/memory-native-protocol/ratele
ss-fec-fountain)

Mobile Store-and-Forward Without Cellular Backhaul (/articles/memory-native-protocol/mobile-sto
re-and-forward)

Credentialed Firmware and Policy Distribution Through the Mesh (/articles/memory-native-protoc

ol/firmware-via-mesh)

APPLICATIONS - GENERAL

Edge Computing Without Central Routing Authority (/articles/memory-native-protocol/edge-routin
).

(o]

loT Device Mesh Governance at Scale (/articles/memory-native-protocol/iot-mesh).

Vehicle-to-Vehicle Communication With Intrinsic Governance (/articles/memory-native-protocol/a
utonomous-vehicle-networking)

Military Mesh Networks Without Central Routing Authority (/articles/memory-native-protocol/milita

ry-mesh-networks)

Smart City Infrastructure With Self-Governing Transport (/articles/memory-native-protocol/smart-c

ity-infrastructure)

Satellite Communication With Delay-Tolerant Governance (/articles/memory-native-protocol/satelli
te-communication).

Industrial IoT Protocols With Embedded Authority (/articles/memory-native-protocol/industrial-iot-p

rotocols)

Healthcare Device Mesh Networking_(/articles/memory-native-protocol/healthcare-device-mesh)

Contested-Mesh Radio for Defense and Public Safety (/articles/memory-native-protocol/contested
-mesh-radio)

Expeditionary Mesh for GNSS-Denied Operations (/articles/memory-native-protocol/expeditionary-

mesh),
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Maritime, Agricultural, and Mining_Mesh Without Cellular (/articles/memory-native-protocol/mariti
me-iot-mesh).

The Mesh Ceiling: Why Packet-as-Payload Networks Plateau (/articles/memory-native-protocol/ca
rried-authority-ceiling)

The Malicious Host Problem, Reframed: Attribution, Quorum, and Routing Beat a
Compromised Node (/articles/memory-native-protocol/malicious-host-contained)

Beyond Jamming: Autonomy in Space, Deep Disconnection, and Delay-Tolerant Networks (/artic
les/memory-native-protocol/disconnected-and-interplanetary)

APPLICATIONS - SPECIFIC

Starlink Built a Satellite Mesh. The Routing_Authority Is Still Terrestrial. (/articles/memory-native-p
rotocol/starlink)

Zigbee Built a Mesh Protocol for |oT. The Messages It Carries Have No Memory. (/articles/memor

y-native-protocol/zigbee)

Matter Unified Smart Home Devices. The Protocol Still Separates Data From Authority. (/articles/
memory-native-protocol/matter)

Helium Decentralized Wireless Coverage. The Protocol That Uses It Did Not Follow. (/articles/me
mory-native-protocol/helium)

LoRaWAN Solved Long-Range loT. The Messages Are Still Passive Payloads. (/articles/memory-n

ative-protocol/lorawan).

Tailscale Made WireGuard Usable. The Coordination Server Still Holds the Authority. (/articles/m
emory-native-protocol/tailscale)

QUIC Modernized Transport. The Protocol Carries No Semantic Authority. (/articles/memory-nati
ve-protocol/quic-protocol)

MQTT Connected Billions of 10T Devices. The Broker Still Holds the Authority. (/articles/memory-
native-protocol/mqtt)

CoAP Brought REST to Constrained Devices. The Protocol Carries No Governance Semantics. (/
articles/memory-native-protocol/coap).

gRPC Made Service Communication Type-Safe. The Protocol Carries No Trust Semantics. (/artic
les/memory-native-protocol/grpc)

ZeroMQ Eliminated the Broker. Routing Authority Still Lives in Application Code. (/articles/memor
y-native-protocol/zeromq)

WireGuard Simplified VPN Tunnels. The Protocol Has No Semantic Routing_Layer. (/articles/mem
ory-native-protocol/wireguard)

Nebula Built Overlay Mesh Networks. The Certificate Authority Is Still Central. (/articles/memory-
native-protocol/nebula-mesh)
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— Calico Enforces Network Policy at the Kernel Level. Policy Authority Is Still External. (/articles/m
emory-native-protocol/calico)

— Cilium Made eBPF the Network Data Plane. The Protocol Layer Carries No Governance. (/article
s/memory-native-protocol/cilium)

— Weave Net Built a Virtual Network for Containers. The Protocol Carries No Semantic Authority.
(/articles/memory-native-protocol/weave-net)

— Persistent Systems Wave Relay Hardens Mesh Without Authority Semantics (/articles/memory-na
tive-protocol/persistent-systems)

— Silvus StreamCaster Solves the Radio Layer, Not the Trust Layer (/articles/memory-native-protoco

I/silvus-streamcaster)

— Rajant Kinetic Mesh Has Mobility, Lacks Credential Authority (/articles/memory-native-protocol/raj
ant-kinetic-mesh)

— Trellisware TSM Optimizes Routing, Not Authority Resolution (/articles/memory-native-protocol/tre
llisware-tsm).

— Autotalks Craton2 Is V2X Silicon Without Governance (/articles/memory-native-protocol/autotalks-

craton?)

— Qualcomm 9150 C-V2X Authenticates Messages, Not Behavioral Authority (/articles/memory-nati
ve-protocol/qualcomm-9150)

— NXP RoadLink Implements DSRC, Not the Authority Taxonomy (/articles/memory-native-protocol/n

Xp-roadlink).

— Chroma Vector Database (/articles/memory-native-protocol/chroma-vector-db)

— Milvus Vector Database (/articles/memory-native-protocol/milvus-vector-db)

— Pinecone Vector Database (/articles/memory-native-protocol/pinecone-vector-db)

— Qdrant Vector Database (/articles/memory-native-protocol/qdrant-vector-db)

— Weaviate Vector Database (/articles/memory-native-protocol/weaviate-vector-db)

— Anduril Lattice Mesh: Defense-Grade Mesh, Without Carried Authority (/articles/memory-native-p
rotocol/anduril-lattice-mesh)

— Hivemind: Onboard Autonomy Without an Onboard Authority Substrate (/articles/memory-native-
protocol/shield-ai-hivemind)

Memory-Native Protocol overview = (/memory-native-protocol)
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