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STATIC HARDWARE

ANCHOR

LOCAL STATE VECTOR

(DEVICE-OBSERVABLE

EXTRACTOR Ext (X_t)

TOKEN Ext (X_t)

MEMORY STATE

INDICATOR

SEMANTIC CONTEXT

(ROLE/ZONE/PROCESS)

VOLATILE SALT

(PER-EPOCH, NON-REPL)

UPDATE RULE (INITIALIZATION / SUCCESSOR)

• INITIALIZATION: DAH
0
/DDH

0
 = H(tag | KDF (HWID, salt

0
) [108,109]

| Ext (X
0
) [106       107] | context[110] | state[111])

108

105

SRP/LSH +

NORMALIZE/CLIP

106
109

110

107

111

112

• SUCCESSOR: DAH_t = H(DAH_{t-1} | Ext(X_t) [106       107] | salt_t [109] | tag)

ALTERNATE HYBRID: DAH_t = H(DAH_{t-1} | KDF(HWID, salt_t) [108,109] | tag)

HASH BOTH Ext(X_t) AND KDF(HWID, salt_t) TOGETHER

170a FORWARD-ONLY FLOW

TRUST SLOPE CONTAINER

FIG. 1

SLOPE ROOT: DAH
0
/DDH

0101

170b

NEXT STEP: DAH
1

DAH
1

= H(DAH
0

| Ext(X
1
) } salt

1
 | tag)

OR H(DAH
0

| KDF(HWID, salt1) | tag)
120

170c

NEXT STEP: DAH
2

DAH2 = H(DAH1| Ext(X2) } salt2 | tag)

OR H(DAH
1

| KDF(HWID, salt
2

) | tag)
130

MUTATION CLASS (e.g.,

ROLE UPDATE / POLICY

COMMIT / MOVE)

160

170d

NEXT STEP: DAH
3

DAH
3

= H(DAH2 | Ext(X
3
) } salt

3
 | tag)

OR H(DAH
2

| KDF(HWID, salt
3

) | tag)
140

150

100
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STORE ID: DAH1

210

STORE ID: DAH4

220

CHECKPOINT C2

215

MEMORY-CONSTRAINED NODE (CONTAINER)

201

EXTRACTOR TOKENS

y
i
 (WITH salt

i
)

232 SLOPE PROOF

230
KEYED DERIVATIONS

K
i
 = KDF(HWID, salt

i
)

233

STEPWISE REPLAY FROM CHECKPOINT

VALIDATION SUCCESS

CHECKPOINT REQUEST

(WHEN CHECKPOINT

STALE OR GAP DETECTED)

CHECKPOINT RESPONSE

(UPDATED C_k OR SHORT

BRIDGING WINDOW)

APPEND VERIFICATION TRACE

TO LOCAL MEMORY (OPTIONAL:

ROLL NEW CHECKPOINT C
4)

250

260

FIG. 2

270

275

200

240
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LOAD CHECKPOINT  C
2

(220)

SELECT BOUNDED PROOF WINDOW

FOR EACH MISSING STEP i:

GET y_i (232) AND/OR

K_i (233) WITH salt_i

RECOMPUTE SUCCESSOR DAH_i

OPEN PER-ENTRY

COMMITMENT 236_i; IF ANCHOR

238 PRESENT, OPEN TO IT

246

248

249

ADVANCE i

CONTINUE

WINDOW?

YES

NO (WINDOW DONE)

252

244

242

254

EMIT VERIFIED TERMINAL
256

UPDATE LOCAL STATE/CHECKPOINT
258

FIG. 2A
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LEGACY COUNTERPARTY (PKI ECOSYSTEM)

300

PKI REQUIREMENTS

• SIGNATURE, KEY, FID

OUTBOUND LEGACY

MESSAGE (CARRIES

FID (330) + SIG (350))

INBOUND LEGACY

MESSAGE (SIG (350)

VALIDATED)

305

LEGACY-BRIDGE ADAPTER (RUNS ALONGSIDE DAH/DDH STACK)

310TO ADAPTER

FOR KEY/NONCE

FROM ADAPTER WITH

SIGNED OUTBOUND

TRANSIENT KEYPAIR SESSION NONCE

FID DERIVATION: FID = H(PK_pub | NONCE | ctx_tag)

320 322

330

ISOLATION BOUNDARY

340

• FORBIDS DAH/DDH         PKI CROSS-USE

• HOLDS MAPPING TABLE (352): { FID         SESSION META}

MAPPING TABLE352

INBOUND RESOLUTION

(VERIFY SIG (350)       RESOLVE FID VIA TABLE (352))

PKI SIGNATURE (OVER REQUIRED LEGACY FIELDS USING 320)
350

TEARDOWN

360
• PURGE TABLE (352)

• DESTROY PRIVATE KEY OF 320

REVOCATION

METADATA

(POLICY-SCOPED)
362

CROSS-CONTAMINATION DETECT

(FAIL-CLOSED ON ANY DAH/DDH         PKI MIXING ATTEMPT)370

OUTBOUND CARRIES FID (330) +

SIG (350) TO COUNTERPARTY 380

INBOUND VALIDATED/

DECODED VIA TABLE (352)

AUDIT LOG (STORES ONE-WAY ATTESTATIONS FROM 355)

FIG. 3
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RECEIPIENT (STATELESS)SENDER (STATELESS)

DERIVE SYMMETRIC KEY:

K = HKDF(Recipient_DDH/DAH,

context="pkt.v1")

STORED RECIPIENT SLOPE/CHECKPOINTS

(PRIOR TRUSTED DDH/DAH)
Current Sender DAH_S

CONSTRUCT PAYLOAD:

- plaintext := {data, Sender_DAH_S (435)}

- ciphertext := AEAD_Encrypt(K, plaintext)

BUILD MESSAGE:

HEADER: SENDER DAH (400)

ENCRYPTED PAYLOAD (410)

STAGE 1: FAST CONTINUITY CHECK

COMPARE HEADER DAH (400) TO

EXPECTED SUCCESSOR UNDER POLICY

HEADER CONTINUITY CHECK (420a)

DELIVERY

FAIL/REJECT PASS

STAGE 2: RECIPIENT-BOUND DECRYPTION

KEY DERIVATION (425)

K' = HKDF(OWN DDH/DAH, ctx)

PAYLOAD DECRYPTION (430)

pt := AEAD_Decrypt(K', 410)

REJECT

EXTRACT EMBEDDED Sender_DAH_S (435)

PAYLOAD-LAYER SEMANTIC AUTHENTICATION

SENDER SLOPE COMPARE (440)

ON-SLOPE? (POLICY CONTINUITY)

PASS

ACCEPT MESSAGE

(BOTH LAYERS SATISFIED)

FAIL

FAIL

REJECT

TRUST DEGRADE

QUARANTINE

450

455

460

450

FIG. 4
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FIG. 5

STORED TRUST SLOPE

500

• DAH
1

• DAH2

• DAH
3

502

503

504

INCOMING CLAIM

501

510

• Presented Header Identity:

DAHx

CONTINUITY COMPARISON

• RECONSTRUCT EXPECTED SUCCESSOR NEIGHBORHOOD FROM LAST

TRUSTED DAH

• LOCAL-STATE EMBODIMENT: CHECK EXTRACTOR-TOKEN

NEIGHBORHOOD RADIUS.

• HARDWARE-ANCHOR EMBODIMENT: CHECK SALT FRESHNESS/CADENCE.

• HYBRID: APPLY BOTH CHECKS.

• REJECT REPLAYS/REGRESSIONS UNDER POLICY HORIZON.

IN-SLOPE OFF-SLOPE
530

IN-SLOPE CLASSIFICATION

• PROCEED UNDER LOCAL POLICY.560

520

• TREAT AS PROBABLE SPOOF/

FORGERY.

540

545

550

FAILURE REASONS RECORDED

• CONTINUITY VIOLATION

• NEIGHBORHOOD MISMATCH

(LOCAL-STATE)

• SALT STALENESS / CADENCE

ANOMALY (HARDWARE-ANCHOR)

• REPLAY/REGRESSION DETECTED

OFF-SLOPE CLASSIFICATION
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FORECASTING ENGINE (CONTAINER)

600

605

HISTORY BUFFER

• PRIOR DAHs/DDHs, CLASSES

• INTER-STEP CADENCE STATS

610

CADENCE ESTIMATOR

• TIMING EWMA/var

ROLE-TRANSITION MODEL

• FINITE/MARKOV CLASSES
612 614

EXPECTED-TOKEN GENERATOR

• PREDICT NEXT TOKEN/DERIV.
620

ACCEPTANCE ENVELOPE

• TOKEN NEIGHBORHOOD /

SALT-CADENCE WINDOW

622

EXPECTED-IDENTITY SET

• { EDAH_ {t+1}, EDAH_ {t+2}, ... }630

650

COMPARATOR

• INSIDE (1322) AND CADENCE?

CLAIMED IDENTITY

• PRESENTED HEADER/PAYLOAD

DAH/DDH WITH CONTEXT
640

ACCEPT

• PREDICTED PATH OK

DRIFT DETECTOR

• CADENCE/SEMANTIC/

TOKEN DEVIATION

YES NO

TRUST-SCORE ADJUSTMENT

• DEGRADE OR REQUIRE

PROOFS

QUARANTINE / HOLD

• AWAIT CHECKPOINT/
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655
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AGENT / LINEAGE CONSTRUCTION

• PRIOR DAH       DAH1
• HOST DDH at T

1
• SEMANTIC CONTEXT Ctx

1
• TIMESTAMP T

1

LINEAGE ENTRY

810

PER-ENTRY DIGEST846

• DAH
1
       DAH

2
• HOST DDH at T2
• SEMANTIC CONTEXT Ctx

2
• TIMESTAMP T

2

LINEAGE ENTRY

820

• POLICY MUTATION CLASS

822

812
• INIT CLASS

PER-ENTRY DIGEST (846)847

LINEAGE ENTRY

830

• MIGRATION CLASS
832

• DAH
2
       DAH

3
• HOST DDH at T

3
• SEMANTIC CONTEXT Ctx

3
• TIMESTAMP T

3

PER-ENTRY DIGEST
848

CUMULATIVE CHAIN HASH
845

PERIODIC ANCHOR

849 • ANCHOR EVERY J ENTRIES
FIG. 8A

800
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VERIFIER / VALIDATION

LINEAGE REQUEST860

PROOF WINDOW865

ENTRIES 810, 820, 830 + SIGS + 845/849

VERIFY AND RECOMPUTE SUCCESSORS

870

• CHECK HOST SIGS

• RECOMPUTE DAH CHAIN FROM WINDOW

• VALIDATE ENTANGLEMENT TO

DISCLOSED HOST DDHs

COMPARE CUMULATIVE CHAIN (845) /

OPEN AGAINST ANCHORS (849)875

ACCEPTANCE
880

FIG. 8B

PASS

FAIL
890
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REQUESTER / ORIGINATOR (DASHED CONTAINER)

LOST SLOPE CONDITION

INIT RESEEDED ID: DAH
0
*

• INCLUDES DAH
0
*, ROLE/SCOPE,

SURVIVING ANCHORS/CHECKPOINTS

ATTESTATION REQUEST

900

910

920

PEERS (PREVIOUSLY TRUSTED) (DASHED CONTAINER)

• VERIFY PRIOR ANCHORS/BEHAVIOR

• CHECK ROLE/SCOPE CONSISTENCY

• ISSUE SIGNED ATTESTATION REF DAH
0
*

PEER EVALUATION AND ATTESTATION

930

940a

940b

QUORUM AND REINSERTION PIPELINE (DASHED CONTAINER)

FIG. 9

900

• COLLECT AND VERIFY (930) SET

• APPLY THRESHOLDS/WEIGHTS

• BUILD RECOVERY COMMITMENT

QUORUM AGGREGATION

940

• FRESH SALT + CONTEXT

• LINEAGE MISSING / INVALID

940c

RECOVERY TOKEN

950 • COMMIT (DAH
0
*, {930}, POLICY)

REINSERTION

960

• ATTACH DAH
0
*       (950) FORWARD LINK

• RESUME SLOPE CONTINUITY
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• STALENESS / DRIFT / CADENCE /

COMPROMISE

STALENESS DETERMINATION

RESEED COMMAND

SLOPE HEALTH MONITOR

• HW-anchor+salt AND/OR

local-state+Ext

NEW ENTROPY ANCHOR E
1

DAH
0
' / DDH

0
'

NEW INITIAL ID:

1000

1005

SUCCESSOR STEP (EPOCH t+1)

SUCCESSOR STEP (EPOCH t+2)

SUCCESSOR STEP (EPOCH t+3)

BIOMETRIC CAPTURE

PRE-PROCESS

FUZZY EXTRACTOR

BIOMETRIC SEED

LIVENESS CHECK

1010

1020

1030

1035

1040a

1060

1062

1066

1064

1068

1040b

1040c

• CONTAINS PRIOR-EPOCH

TERMINAL (NESTED)

ARCHIVAL (PRIOR SLOPE, READ-ONLY)

• REJECT IDENTIFIERS FROM

EXPIRED EPOCH

REPLAY PREVENTION

• PRIOR EPOCH

TERMINAL       NEW 1035

FORWARD LINK

1075

1085

1050

FIG. 10
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SENDER

PREPARE DELAYED MESSAGE

TIMESTAMP T
0

PROOF SET

MESSAGE TO VERIFIER

VERIFIER / RECIPIENT (NO RECENT STATE)

RECEIVE DELAYED MESSAGE

• HEADER CURRENT DAH/DDH + T
0
 (1110)

• PROOF SET (1120)

11201110

1101

1100

HAVE TRUSTED ANCHOR / CHECKPOINT?

STEPWISE VERIFICATION

• FOR EACH MISSING STEP i: USE TOKENS y i (1122) AND/OR

DERIVATIONS K
i
 (1124) WITH SALT

i
 TO RECOMPUTE SUCCESSOR

ALONG REPLAY ARROWS (1140a-1140c)

• IF ANCHOR A
k
 (1126) PRESENT, OPEN REPLAY TO A

k

FIG. 11

1130

EXTRACTOR

TOKENS y i

KEYED

DERIVATIONS K
i

OPTIONAL

ANCHOR Ak

1122 1124 1126

ACCEPT PRESENTATION

• TERMINAL EQUALS PRESENTED

• OPENS TO Ak / TRUSTED REF

REJECT PRESENTATION

• TOKEN MISMATCH / STALE SALT

• NEIGHBORHOOD/CADENCE FAIL

NO YES
CHECKPOINT RESPONSE

      ANCHOR / WINDOW

CHECKPOINT

REQUEST

11651160

1150 1155

1140b 1140c

1140a
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